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PERSONAL AREA NETWORK 
(PAN Module) 

The Personal Area network (PAN) feature works in conjunction with the Wireless Controller 
dynamic VLAN capability to create a private personal network for each user 
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Introduction 
 

The	Personal	Area	network	(PAN)	feature	works	in	conjunction	with	the	Wireless	
Controller	dynamic	VLAN	capability	to	create	a	private	personal	network	for	each	user	
which	helps	provide	the	following	advantages:	

• Increased	security	
• Protect	from	privacy	intrusion	
• Manage	and	control	your	own	personal	and	smart	devices	

Some	useful	application	and	usage	of	PAN	includes	and	is	not	limited	to:	
• Hotels	that	deployed	individual	in-room	device	for	video	casting,	e.g.	

Chromecast	or	Apple	TV	
• Service	Offices	that	provides	a	shared	WiFi	infrastructure	with	each	tenant	

devices	grouped	together	in	the	same	network	
• MDU	WiFi	operators	

	
PAN Gateway Requirements 

	

a. The	IG4	/	SG4	Gateway	must	be	at	Update	level	30.	
b. PAN	module	must	be	activated.	

 
PAN Gateway Configuration 

 
1. Enabling PAN 
	

Enable	PAN	under	Policies	>	Authentication	>	PAN	

 
 

2. Configuring ‘Radius DynAuth Server’ 
 

Configure	Radius	DynAuth	server	to	handle	Disconnect	Message	
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Note:	Server	IP	address	is	WLC	controller	IP		
Shared	Secret:	(Same	as	configured	for	Radius	Authentication	in	WLC)	
	
ANTlabs	gateway	must	be	able	to	communicate	to	Radius	DynAuth	server	to	initiate	
the	Radius	Disconnect	Message	(DM)	

 
3. Adding ‘Client Configuration’ 

 
Each	WLC	or	AP	sending	Radius	requests	to	gateway	must	be	configured	separately	
under	Client	Configuration.		Specific	shared	secret	can	be	configured	for	each	
individual	client,	or	a	common	shared	secret	can	be	configured	for	all	clients.	
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4. Configuring ‘Room to VLAN’ Mapping (Optional) 
 

If	separate	room	to	VLAN	mapping	is	required,	configure	the	mapping	under		
Policies	->	Authentication	->	PAN	->	Room	to	VLAN.	
	
For	more	details	on	assigning	VLAN	using	PMS	Guest	Room	number,	please	refer	to	
subsection	7.	
	

 
 
 

5. Allowing WLC / AP to communicate with Gateway 
	

The	WLC	/	AP	radius	must	be	configured	to	point	to	ports	1912	for	auth	and	1913	for	
acct.	
	
If	the	radius	traffic	is	coming	in	to	the	gateway	from	the	LAN	network,	2	walled	garden	
entries	must	be	added	under	Network	->	LAN	->	Walled	Garden	->	IP	address	
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6. Assigning Dynamic VLAN when creating Account 
	

Dynamic	VLAN	can	be	specified	when	creating	or	editing	an	account	under	Policies	>	
Authentication	>	Accounts.	
	
This	is	typically	used	in	Service	office	and	MDU	deployments	where	the	administrator	
creates	individual	account	with	unique	VLAN	for	each	user.		By	logging	in	their	
multiple	devices	using	the	individual	account,	the	same	VLAN	is	dynamically	assigned	
for	all	these	devices,	this	creating	a	Personal	Network.	
	

	
	

7. Assigning Dynamic VLAN using PMS 
	

Dynamic	VLAN	can	also	be	assigned	via	PMS	using	the	Guest	Room	number.		This	is	
used	by	hotels	to	ensure	that	individual	guest	is	placed	into	the	same	VLAN	as	all	the	
other	devices	in	the	room,	thus	creating	a	Personal	Network.	
	
Note:	Each	room	must	also	be	assigned	a	separate	unique	VLAN	for	this	to	work.	
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To	do	so,	enable	the	option	‘Assign	dynamic	VLAN	using	Room	No’	under	Policies	>	
Locations	>	Authentication	>	PMS.		By	default,	the	dynamic	VLAN	will	be	assigned	using	
the	Room	Number.	
	
	

	
	

Note:		If	your	deployment	requires	a	different	mapping	of	VLANs	based	on	Room	
number,	you	can	configure	it	under	Policies	>	Authentication	>	PAN	>	Room	to	VLAN.	

	

8. VLAN Creation 
	
ANTlabs	Gateway	-	Dynamic	VLANs	assigned	for	PAN	must	be	pre-configured.	
Ruckus	WLC	-	Pre-defined	Dynamic	VLANs	configuration	in	APs	is	not	needed	as	

Ruckus	AP	will	create	them	on	fly	
Aruba	WLC			-	Dynamic	VLANs	must	be	preconfigured	in	APs.	
Meraki	AP	-	Pre-defined	Dynamic	VLANs	configuration	in	APs	is	not	needed	as	Meraki	

AP	will	create	them	on	fly	
Xirrus	AP			-	Dynamic	VLANs	must	be	preconfigured	in	APs.	
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Ruckus SmartZone WLC Configuration  
 

Requires	Version	3.6.2.0.78	and	above		
 

 
1. Enable MAC-based Authentication  

 
Under	‘Wireless	LANs’,	select	the	WLAN	Config	profile	and	then	click	‘Configure’	
	
Authentication	Options	

• Authentication	Type	-	Standard	usage			
• Method	-	MAC	address																									
• MAC	Address	Format:	aabbccddeeff		

 

 
 
	

2. Configure AAA server profile 
   
 

Authentication	Service	
• Authentication	Service	–	Use	the	proxy	controller	as	proxy	(set	to	ON)	
• Click	+	to	add	an	Authentication	Profile.	

	

 
	



ANTlabs Pte. Ltd. 
 

Proven technology solutions partner for service providers’ unique Internet business needs 

8 
 

 

	
• Select	Realm	‘Unspecified’	and	click	‘Configure’.	

Note:	SZ	100	does	not	support	realm	based	authentication	

	
• Click	+	to	add	Authentication	Server.	

	

	
		

• Configure	Gateway	IP	address	and	port	1912	
Note:		Shared	secret	should	be	same	as	configured	in	gateway	under	Policies	
>	authentication	>	PAN	>	Client	Configuration.	

	
Accounting	Service	

• Accounting	Service	–	Use	the	proxy	controller	as	proxy	(set	to	ON)	
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• Click	+	to	add	an	Accounting	Profile.	
	

	
• Select	Realm	‘Unspecified’	and	click	‘Configure’.	

Note:	SZ	100	does	not	support	realm	based	accounting	

	
• Click	+	to	add	Accounting	Server.	

	

	
• Configure	Gateway	IP	address	and	port	1913	

Note:		shared	secret	should	be	same	as	configured	in	gateway	under	Policies	
>	authentication	>	PAN	>	Client	Configuration.	

 
 

3. Configure NAS IP 
 

RADIUS	Options	
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• Specify	SZ	Control	IP	as	the	NAS	IP	
	

 
 
 

4. Enable Dynamic VLAN Option 
   

Advanced	Options	
• Must	sure	‘Enable	Dynamic	VLAN	(AAA	Override)’	is	ON	
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Aruba ‘Mobility Controller’ Configuration 
 

Requires	Version	6.4.0.0	and	above		
 

1. Create Radius Server 
 

• Add	a	new	profile	under	Configuration	->Security	->	Authentication	->	Servers	->	
RADIUS	Server		(e.g.	antpan-radius)	

• Specify	ANTlabs	gateway	IP	as	the	radius	server	

 
 

2. Add Radius Server to Server Group 
 
• Create	a	new	server	group	profile	under	Configuration	->Security	->	

Authentication	->	Servers	–>	Server	group	(e.g.	antpan-server-group)	

 
• Link	the	Radius	Server	(antpan-radius)	to	the	server	group.	
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3. Create RFC 3576 Server (for CoA/DM) 

• Add	 a	 new	 gateway	 Instance	 (IP	 address	 of	 ANTlabs	 gateway)	 under	
Configuration	->Security	->	Authentication	->	Servers	–>	RFC	3576	Server	

        
• Click	on	newly	created	IP	address	and	input	secret	key.	

 
 

4. Configure L2 Authentication Profile 
 

• Create	a	new	profile	under	Configuration	->	Security	->	Authentication	->	L2	
Authentication	->	MAC	Authentication	(e.g.	antpan-mac_auth)	

	

 
	

5. Create AAA Profile 
		

• Create	a	new	AAA	profile	under	Configuration	->Security	->	Authentication	->		
AAA	Profile	->	AAA	(e.g.	antpan-aaa-profile)		
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• Configure	the	created	AAA	profile	(antpan-aaa-profile)		
• MAC	Authentication	-	‘antpan-mac-auth’	
• MAC	Authentication	Server	Group’	–	‘antpan-server-group’	
• 802.1X	Authentication	-		‘N/A’	
• 802.1X	Authentication	Server	Group		-	‘N/A’		
• 802.1X	Accounting	Server	Group	–	antpan-server-group	
• RFC	3576	server	–	select	ANTlabs	gateway	IP	

	
	

• Configured	profile	should	look	like	this	

	
	

6. Link AAA Profile to Wireless AP Configuration 
	

• Select	created	AAA	profile	for	the	required	Wireless	AP	configuration	under	
Wireless	->	AP	Configuration	
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Cisco WLC Configuration 
 
Requires	Cisco	4400	WLC	that	runs	firmware	release	8.5.135.0	and	above	
 

1. Configure the WLC with the Details of the Authentication Server 
	

It	is	necessary	to	configure	the	WLC	so	it	can	communicate	with	the	RADIUS	server	to	
authenticate	the	clients,	and	also	for	any	other	transactions.	
	
Complete	these	steps:	
	

1. From	the	controller	GUI,	click	Security.	
	

2. Enter	the	IP	address	of	the	RADIUS	server	and	the	Shared	Secret	key	used	between	the	
RADIUS	server	and	the	WLC.	

	
This	Shared	Secret	key	should	be	the	same	as	the	one	configured	in	the	RADIUS	server	
under	Network	Configuration	>	AAA	Clients	>	Add	Entry.	Here	is	an	example	window	
from	the	WLC:	

	

	
 

2. Configure the Dynamic Interfaces (VLANs) 
 
This	procedure	explains	how	to	configure	dynamic	interfaces	on	the	WLC.	As	explained	earlier	
in	this	document,	the	VLAN	ID	specified	under	the	Tunnel-Private-Group	ID	attribute	of	the	
RADIUS	server	must	also	exist	in	the	WLC.	
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In	the	example,	the	user1	is	specified	with	the	Tunnel-Private-Group	ID	of	10	(VLAN	
=10)	on	the	RADIUS	server.	See	the	IETF	RADIUS	Attributessection	of	the	user1	User	Setup	
window.	
	
You	can	see	the	same	dynamic	interface	(VLAN=10)	configured	in	the	WLC	in	this	example.	
From	the	controller	GUI,	under	the	Controller	>	Interfaces	window,	the	dynamic	interface	is	
configured.	

 
1. Click	Apply	on	this	window.	

This	takes	you	to	the	Edit	window	of	this	dynamic	interface	(VLAN	10	here).	
	

2. Enter	the	IP	Address	and	default	Gateway	of	this	dynamic	interface.	
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Note:	Because	this	document	uses	an	internal	DHCP	server	on	the	controller,	the	primary	
DHCP	server	field	of	this	window	points	to	the	Management	Interface	of	the	WLC	itself.	You	
can	also	use	an	external	DHCP	server,	a	router,	or	the	RADIUS	server	itself	as	a	DHCP	server	to	
the	wireless	clients.	In	such	cases,	the	primary	DHCP	server	field	points	to	the	IP	address	of	
that	device	used	as	the	DHCP	server.	Refer	to	your	DHCP	server	documentation	for	more	
information.	
	

3. Click	Apply.	
	
Now	you	are	configured	with	a	dynamic	interface	in	your	WLC.	Similarly,	you	can	configure	
several	dynamic	interfaces	in	your	WLC.	However,	remember	that	the	same	VLAN	ID	must	
also	exist	in	the	RADIUS	server	for	that	particular	VLAN	to	be	assigned	to	the	client.	
	
3. Configure the WLANs (SSID) 
 
This	procedure	explains	how	to	configure	the	WLANs	in	the	WLC.	
Complete	these	steps:	

1. From	the	controller	GUI,	choose	WLANs	>	New	in	order	to	create	a	new	WLAN.	
The	New	WLANs	window	is	displayed.	

	
2. Enter	the	WLAN	ID	and	WLAN	SSID	information.	

You	can	enter	any	name	to	be	the	WLAN	SSID.	This	example	uses	VLAN10	as	the	WLAN	SSID.	

	
	

3. Click	Apply	in	order	to	go	to	the	Edit	window	of	the	WLAN	SSID	VLAN10.	
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Normally,	in	a	wireless	LAN	controller,	each	WLAN	is	mapped	to	a	specific	VLAN	(SSID)	so	
that	a	particular	user	that	belongs	to	that	WLAN	is	put	into	the	specific	VLAN	mapped.	This	
mapping	is	normally	done	under	the	Interface	Name	field	of	the	WLAN	SSID	window.	
	

	
In	the	example	provided,	it	is	the	job	of	the	RADIUS	server	to	assign	a	wireless	client	to	a	
specific	VLAN	upon	successful	authentication.	The	WLANs	need	not	be	mapped	to	a	specific	
dynamic	interface	on	the	WLC.	Or,	even	though	the	WLAN	to	dynamic	interface	mapping	is	
done	on	the	WLC,	the	RADIUS	server	overrides	this	mapping	and	assigns	the	user	that	comes	
through	that	WLAN	to	the	VLAN	specified	under	the	user	Tunnel-Group-Private-ID	field	in	the	
RADIUS	server.	
	

4. Check	the	Allow	AAA	Override	check	box	in	order	to	override	the	WLC	configurations	
by	the	RADIUS	server.	
	

5. Enable	the	Allow	AAA	Override	in	the	controller	for	each	WLAN	(SSID)	configured.	
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When	AAA	Override	is	enabled,	and	a	client	has	AAA	and	controller	WLAN	authentication	
parameters	that	conflict,	client	authentication	is	performed	by	the	AAA	(RADIUS)	server.	As	
part	of	this	authentication,	the	operating	system	moves	clients	to	a	VLAN	returned	by	the	AAA	
server.	This	is	predefined	in	the	controller	interface	configuration.	
	
For	instance,	if	the	corporate	WLAN	primarily	uses	a	Management	Interface	assigned	to	VLAN	
2,	and	if	the	AAA	Override	returns	a	redirect	to	VLAN	100,	the	operating	system	redirects	all	
client	transmissions	to	VLAN	100	even	if	the	physical	port	to	which	VLAN	100	is	assigned.	
When	AAA	Override	is	disabled,	all	client	authentication	defaults	to	the	controller	
authentication	parameter	settings,	and	authentication	is	only	performed	by	the	AAA	server	if	
the	controller	WLAN	does	not	contain	any	client-specific	authentication	parameters.	
	
4. Configure Radius Change of Authorization 

 
Refer	to	this	link	
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_usr_aaa/configuration/15-sy/sec-
usr-aaa-15-sy-book/sec-rad-coa.html#GUID-46B9CBDC-1F98-4606-B742-F33323268EDC	 	
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Cisco Meraki Configuration 
	
Requires	MR	24.0	and	MS	8.10	or	higher	
	

1. Enabling	MAC	based	access	control	on	an	SSID	
 
MAC-based	access	control	admits	or	denies	wireless	association	based	on	the	connecting	
device’s	MAC	address.	In	this	authentication	method	wireless	devices	use	their	MAC	address	
as	the	username	and	password.	Follow	the	steps	below	to	configure	an	SSID	to	require	MAC	
based	access	control	with	RADIUS.	
		
1.	From	Dashboard	navigate	to	Configure > Access control.	
	
2.	Select	MAC-based access control (no encryption)	for	Association requirements.	

	
		
3.	For	Splash page	choose	None.	Click through splash	can	be	selected	if	desired.	
	
4.	For	RADIUS server,	click	Add a server.	Enter	the	RADIUS	server	IP	address,	listening	port,	
and	RADIUS	shared	secret	to	be	used	by	your	APs	which	are	configured	RADIUS	clients	on	the	
server.	

 
	
5.	For	Addressing and traffic	choose	Bridge mode	in	a	VLAN	environment.	NAT mode	could	
be	used	without	VLANs	if	desired.		
	
6.	An	SSID	can	bridge	wireless	devices	onto	different	VLANs.	A	default	SSID	VLAN	can	be	set	
using	the	VLAN	tag	drop	down.	Then	by	setting	the	RADIUS response	it	can	override VLAN 
tag from VLAN override drop down.	RADIUS	accept	messages	containing	a	different	VLAN	tag	
will	be	able	to	override	the	default	VLAN	for	the	SSID.	
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7.	Click	Save changes.	
 

 
2. Configuring AP to accept VLAN information 

 
To	configure	the	AP	to	accept	the	VLAN	information	sent	from	by	the	RADIUS	server,	navigate	
to	Wireless > Configure > Access Control and	see	the	Addressing	and	Traffic	
section.	Enable	set	"Radius	Override"	to	"RADIUS	Response	Can	Override	VLAN	tag."	
	
This	setting	can	override	the	configured	SSID	VLAN	or	apply	a	VLAN	if	one	is	not	specified:	

	
		

3. Enable RADIUS CoA support  
 
Enable	CoA	support.		Meraki	devices	will	act	as	a	RADIUS	Dynamic	Authorization	Server	
(CoA)	and	will	respond	to	RADIUS	Disconnect	and	Change	of	Authorization	messages	sent	by	
the	RADIUS	server.	
	

	
	

4. Dynamic Authorization Port Settings 
	
The	access	point's	UDP	Port	for	CoA	must	be	reachable	from	your	RADIUS	server:	
Port	3799	must	be	accessible	
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Xirrus Configuration 
 
Requires version 8.4.6 and above. 

 
1. Configure Radius Server 

 
Under Security > Global Settings, select External Radius for Authentication Server Mode. 
 

 
 
Under Security > External Radius, 

Configure Primary Server as ANTlabs gateway IP port 1912. 
Configure Accounting as ANTlabs gateway IP port 1913. 
Configure DAS Port as 3799. 
Configure DAS Event-Timestamp as Optional. 
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2. Configure Mac based Authentication 
 
Under SSIDs > SSID Management 

Configure ‘Authentication’ as ‘Radius MAC’. 
Check ‘Global’ to use global Radius configuration. 

 

 
 
 

3. Creating VLAN 
 
Under VLANs > VLAN Management 
 Add all the dynamic VLANs required. 
 

 
 
 
	


