ANTIlabs Pte. Ltd.
Proven technology solutions partner for service providers’ unique Internet business needs

PERSONAL AREA NETWORK

(PAN Module)

The Personal Area network (PAN) feature works in conjunction with the Wireless Controller
dynamic VLAN capability to create a private personal network for each user
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Introduction

The Personal Area network (PAN) feature works in conjunction with the Wireless
Controller dynamic VLAN capability to create a private personal network for each user
which helps provide the following advantages:

. Increased security

. Protect from privacy intrusion

. Manage and control your own personal and smart devices

Some useful application and usage of PAN includes and is not limited to:

. Hotels that deployed individual in-room device for video casting, e.g.
Chromecast or Apple TV

. Service Offices that provides a shared WiFi infrastructure with each tenant
devices grouped together in the same network

. MDU WiFi operators

PAN Gateway Requirements

a. The 1G4 / SG4 Gateway must be at Update level 30.
b. PAN module must be activated.

PAN Gateway Configuration

1. Enabling PAN

Enable PAN under Policies > Authentication > PAN

2. Configuring ‘Radius DynAuth Server’

Configure Radius DynAuth server to handle Disconnect Message
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# / Policies / Authentication PAN

Server Configuration

Search

Type A Server IP Address Server Port Shared Secret Timeout Retries Verify Reply

Ruckus 10.30.1.12 3799 testing123 5 Secs 2 on

#  Policies / Authentication / PAN

Server Configuration

* T
ype Ruckus
* Server IP Address Use NAS IP Address @ Other
f10.30.1.12
* Server Port
3799
* Shared Secret
testing123
* Timeout
5 Seconds

* Retries
2

* Verify Reply ‘D *disabled will only check ACK, NAK

E

Note: Server IP address is WLC controller IP
Shared Secret: (Same as configured for Radius Authentication in WLC)

ANTlabs gateway must be able to communicate to Radius DynAuth server to initiate
the Radius Disconnect Message (DM)

3. Adding ‘Client Configuration’

Each WLC or AP sending Radius requests to gateway must be configured separately
under Client Configuration. Specific shared secret can be configured for each
individual client, or a common shared secret can be configured for all clients.
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Client Configuration

Search

ClientIP A Shared Secret

all testing123

4. Configuring ‘Room to VLAN’ Mapping (Optional)

If separate room to VLAN mapping is required, configure the mapping under
Policies -> Authentication -> PAN -> Room to VLAN.

For more details on assigning VLAN using PMS Guest Room number, please refer to
subsection 7.

® Policies Authentication PAN

Room to VLAN

Search

Room No. A VLAN ID

100 2001

5. Allowing WLC / AP to communicate with Gateway

The WLC / AP radius must be configured to point to ports 1912 for auth and 1913 for
acct.

If the radius traffic is coming in to the gateway from the LAN network, 2 walled garden
entries must be added under Network -> LAN -> Walled Garden -> IP address
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ork / LAN Walled Garden

IP Addresses

Configure IP packets that users can send before authentication

6.

VLAN Protocol Source Network Destination Network Description
A Any Any
n

VLZN UDP Subnet Mask: Any Subnet Mask: Any radius accounting port
Port: Any Port: 1913

. Any Any

VLZN uDP Subnet Mask: Any Subnet Mask: Any radius authentication port
Port: Any Port: 1912

Assigning Dynamic VLAN when creating Account

Dynamic VLAN can be specified when creating or editing an account under Policies >
Authentication > Accounts.

This is typically used in Service office and MDU deployments where the administrator
creates individual account with unique VLAN for each user. By logging in their
multiple devices using the individual account, the same VLAN is dynamically assigned
for all these devices, this creating a Personal Network.

Sur

Daily Time

Dynamic VLAN

Assigning Dynamic VLAN using PMS

Dynamic VLAN can also be assigned via PMS using the Guest Room number. This is
used by hotels to ensure that individual guest is placed into the same VLAN as all the
other devices in the room, thus creating a Personal Network.

Note: Each room must also be assigned a separate unique VLAN for this to work.
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To do so, enable the option ‘Assign dynamic VLAN using Room No’ under Policies >
Locations > Authentication > PMS. By default, the dynamic VLAN will be assigned using
the Room Number.

Posting

Posted Room No VLAN ID

ALLOW POST Check

PAN

Q Assign dynamic VLAN using Room No

Note: If your deployment requires a different mapping of VLANs based on Room
number, you can configure it under Policies > Authentication > PAN > Room to VLAN.

8. VLAN Creation

ANTlabs Gateway - Dynamic VLANSs assigned for PAN must be pre-configured.
Ruckus WLC - Pre-defined Dynamic VLANs configuration in APs is not needed as
Ruckus AP will create them on fly
Aruba WLC - Dynamic VLANs must be preconfigured in APs.
Meraki AP - Pre-defined Dynamic VLANs configuration in APs is not needed as Meraki
AP will create them on fly
Xirrus AP - Dynamic VLANs must be preconfigured in APs.
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Ruckus SmartZone WLC Configuration

Requires Version 3.6.2.0.78 and above

1. Enable MAC-based Authentication

Under ‘Wireless LANs’, select the WLAN Config profile and then click ‘Configure’

Authentication Options

. Authentication Type - Standard usage
. Method - MAC address
. MAC Address Format: aabbccddeeff

Authentication Options

Authentication Type: (®) Standard usage (For most regular () Hotspot (WISPr) ") Guest Access () Web Authentication
wireless networks)
(") Hotspot 2.0 Access (") Hotspot 2.0 ) WeChat
Onboarding

Method: () Open () B02.1X EAP () MAC Address () 802.1X EAP & MAC

MAC Authentication: @ Use user-defined text as authentication password (default is device MAC address):

MAC Address Format: ‘ aabbccddeeff v

2. Configure AAA server profile

Authentication Service
. Authentication Service - Use the proxy controller as proxy (set to ON)
. Click + to add an Authentication Profile.

Authentication & Accounting Service

Authentication Service: m Use the controller as proxy

‘ Select an authentication servic ¥ ‘ +

Accounting Service: m Use the controller as proxy
| Disable v [+
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Create Authentication Profile

Name: [ PAN Proxy ‘

Description: ‘

(m Enable Hosted AAA Support (E Configure PLMN identifier

Realm Based Authentication Service

Realm

Protocol Auth Service Auth Method Dynamic VLAN ID
No Match NA NA-Disabled NonGPPCallFlow N/A
Unspecified NA NA-Disabled

NonGPPCallFlow N/A

~roamnpetinng wthestication s ve fred Ao propdif rmdladacase fred Intrept 2 AL od aes

Note: If device onboarding was done with credential type ‘remote, then map your ‘realm’ value to its respective authentication service PLUS define ‘Unspecified realm & map it to

Select Realm ‘Unspecified’ and click ‘Configure’.
Note: SZ 100 does not support realm based authentication

Edit Realm Based Authentication Service: Unspecified

Service: | [NA] NA-Disabled v |+ I

Auth Method: | Non-3GPP Call Flow

*J

Dynamic VLAN ID: | |

Click + to add Authentication Server.

Create Authentication Service

Name: ‘ PAN Auth Server]

Friendly Name: ‘

Description: ‘

Service Protocol: (®) RADIUS () Active Directory () LDAP

RADIUS Service Options

RFC 5580 Out of Band Location

3 (m Enable for Ruckus AP Only
Delivery:

Primary Server

IP Address: | 10.30.1.199

Port: | 1912

Shared Secret: |

Confirm Secret: |

.........

Configure Gateway IP address and port 1912

Proven technology solutions partner for service providers’ unique Internet business needs

Note: Shared secret should be same as configured in gateway under Policies
> authentication > PAN > Client Configuration.

Accounting Service

Accounting Service - Use the proxy controller as proxy (set to ON)
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. Click + to add an Accounting Profile.

Create Accounting Profile

Name: ‘ PAN Acct Proxy| ‘

Description: ‘ ‘

Realm Based Accounting Service

=+ Create | ¢¥ Configure

Realm Protocol Accounting Service
No Match NA NA-Disabled
Unspecified NA NA-Disabled

Note: A realm to service mapping define the accounting service for each of the realm specified in this table. When the accounting service for a particular realm is ‘NA', then
accounting is disabled.

. Select Realm ‘Unspecified’ and click ‘Configure’.
Note: SZ 100 does not support realm based accounting

Edit Realm Based Accounting Service: Unspecified

Service: l [NA] NA-Disabled v ‘FI

. Click + to add Accounting Server.

Create Accounting Service

Name: | PAN Acct Server ‘

Description: | ‘

Service Protocol: (®) RADIUS Accounting

RADIUS Service Options

Primary Server

IP Address: ’ 10.30.1.199

|

Port: l 1913 ‘

Shared Secret: l ..... ‘

Confirm Secret: ’ ..... ‘
. Configure Gateway IP address and port 1913

Note: shared secret should be same as configured in gateway under Policies
> authentication > PAN > Client Configuration.

3. Configure NAS IP

RADIUS Options
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. Specify SZ Control IP as the NAS IP

RADIUS Options

NAS ID:

Delimiter:

* NAS Request Timeout:

* NAS Max Number of Retries:
* NAS Reconnect Primary:

] Called Station ID:

NAS IP:

ANTlabs Pte. Ltd.

(®) WLAN BSSID () AP MAC () User-defined:

(®) Dash () Colon

econds
imes
Ainute (1-300)

(@ WLAN BSSID () AP MAC () None () AP GROUP

(") Disabled §®) SZ Control IP§ ) SZ Management IP () User-defined:

4. Enable Dynamic VLAN Option

Advanced O

ptions

. Must sure ‘Enable Dynamic VLAN (AAA Override)’ is ON

Advanced Options

User Traffic Profile:

L2 Access Control!

0S Policy.

Application Recognition & Control:
URL Filtering:

Wi-Fi Calling:

Client Fingerprinting:

Access VLAN:

System Default v | --

:|m|+
;l[ﬁsable7V|+
(@O}
(@ o)
(@ o)
[on @)

VLAN ID \:|
(XZD) Enable VLAN Pooting

If DHCP/NAT is enabled on an AP, the VLANs configured should be aligned with the VLANs in the DHCP
Profile(s). Clients will have connectivity issues if the client resolves a VLAN other than those in the DHCP

profile(s).

(EI) Enable Dynamic VLAN (AAA Override)

Proven technology solutions partner for service providers’ unique Internet business needs
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Aruba ‘Mobility Controller’ Configuration

Requires Version 6.4.0.0 and above

1. Create Radius Server

. Add a new profile under Configuration ->Security -> Authentication -> Servers ->
RADIUS Server (e.g. antpan-radius)
. Specify ANTlabs gateway IP as the radius server
RADIUS Server > antpan-radius Show Reference Save As | Reset

Host 10.30.1.248
[sessesee ]

Key Retype:

Auth Port 1812 |

Acct Port 1813 ]

Retransmits 3

Timeout E | sec

NAS ID

NAS 1P

Enable IPv6 O

NAS IPv6

Source Interface vianid :l
ipv6addr

Use MD5 O

Use IP address for calling station ID O

Mode

Lowercase MAC addresses O

MAC address delimiter [none v]

Service-type of FRAMED-USER O
csid_type

called-station-id include_ssid

csid_delimiter |colon

2. Add Radius Server to Server Group

. Create a new server group profile under Configuration ->Security ->
Authentication -> Servers —> Server group (e.g. antpan-server-group)

Server Group

[ Instance

Servers out of Service

Actions

antpan-qa-svr-group Show Reference | Delete
antpan-server-group Show Reference | Delete
default Show Reference | Delete
internal Show Reference | Delete
jinyoung-server-group Show Reference | Delete
test Show Reference | Delete
| Add
. Link the Radius Server (antpan-radius) to the server group.

11
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Server Group > antpan-server-group Show Reference Save As Reset

Fail Through O

Load Balance ()

Servers

Name Server-Type trim-FQDN Match-Rule
) Server Name Trim FQDN Match Rules
| antpan-radius (Radius) v (| Match Type Operator Match String
| Authstring v] [contams v ]
) Add Rule Delete Rule
Add Server Cancel

Server Rules
Priority Attribute Operation Operand Type Action Value Vvalidated
New

3. Create RFC 3576 Server (for CoA/DM)

. Add a new gateway Instance (IP address of ANTlabs gateway) under
Configuration ->Security -> Authentication -> Servers —> RFC 3576 Server

RFC 3576 Server

Instance Actions
10.30.1.199 Show Reference | Delete
10.30.1.248 Show Reference | Delete
| Add
. Click on newly created IP address and input secret key.
RFC 3576 Server > 10.30.1.248 Show Reference | Save As | Reset
Key Retype:

4. Configure L2 Authentication Profile

. Create a new profile under Configuration -> Security -> Authentication -> L2
Authentication -> MAC Authentication (e.g. antpan-mac_auth)

Diagnostics =~ Maintenance Save Configuration | ¥
Security > Authentication > L2 Authentication

Servers | AAA Profiles | L2 Authentication | L3 Authentication = User Rules = Advanced

[=]  MAC Authentication MAC Authentication Profile

[ Actions
antpan-mac-auth

antpan-mac-auth Show Reference | Delete

802. 1X Authentication \ Add

Stateful 802. 1X Authentication

5. Create AAA Profile
. Create a new AAA profile under Configuration ->Security -> Authentication ->

AAA Profile -> AAA (e.g. antpan-aaa-profile)
12
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= Ana

[=] antpan-aaa-profile

MAC Authentication antpan-
mac-auth
MAC Authentication Server antpan-
server-
Group
group
802.1X Authentication
802.1X Authentication Server
Group
RADIUS Accounting Server antpan-
Group server-
group
XML API server
(=] RFC 3576 server
10.30.1.248
. onfigure the create rofile (antpan-aaa-profile
Configure th ted AAA profil tp profil
. MAC Authentication - ‘antpan-mac-auth’
. MAC Authentication Server Group’ - ‘antpan-server-group’
. 802.1X Authentication - ‘N/A’
. 802.1X Authentication Server Group - ‘N/A’
. 802.1X Accounting Server Group - antpan-server-group
. RFC 3576 server - select ANTlabs gateway [P
RFC 3576 servers
Name | Actions
10.30.1.248 Delete

. Configured profile should look like this
AAA Profiles Summary

Name Role MAC Auth. 802.1x Auth. RADIUS Acct. XML-API Auth. RFC 3576 Auth.
antpan-aaa-profile logon antpan-mac-auth gr:ct)ggn—server— 10.30.1.248
6. Link AAA Profile to Wireless AP Configuration
. Select created AAA profile for the required Wireless AP configuration under
Wireless -> AP Configuration
Profiles Profile Details
= wireless LAN Virtual APs
= Virtual AP Name AAA Profile SSID Profile VLAN Forward mode Virtual AP enable Actions
antpan-virtual-ap antpan-virtuzl-ap  antpan-zaa-profile  antpan-ssid-profile tunnel Enabled Delete
[# RF Management Add a profile | default v Add

® Ap

13
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Cisco WLC Configuration
Requires Cisco 4400 WLC that runs firmware release 8.5.135.0 and above

1. Configure the WLC with the Details of the Authentication Server

It is necessary to configure the WLC so it can communicate with the RADIUS server to
authenticate the clients, and also for any other transactions.

Complete these steps:
1. From the controller GUI, click Security.

2. Enter the I[P address of the RADIUS server and the Shared Secret key used between the
RADIUS server and the WLC.

This Shared Secret key should be the same as the one configured in the RADIUS server
under Network Configuration > AAA Clients > Add Entry. Here is an example window

from the WLC:
alvaln
CISCco MONITOR WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Security RADIUS Authentication Servers > Edit
¥ AAA
Server Index 7
General
» RADIUS Server Address(Ipv4/Ipvé) 172.16.1.1
Authentication
Accounting Shared Secret Format
Fallback
AR Shared Secret [eee |
Downloaded AVP Confirm Shared Secret ‘-n ‘
» TACACS+
LDAP
e N Key Wrap O (Designed for FIPS customers and requires a key wrap compliant RADIUS server)
MAC Filtering Apply Cisco ISE Default settings O
« Disabled Clients
User Login Policies E Port Number 1912 |
AP Policies
Server Status nabled Vv
Password Policies
v
» Local EAP Support for CoA Enabled
Advanced EAP Server Timeout seconds
} Priority Order Network User, Enable
oo 4
} Certificate Management Enable
B A e Contollliots Management Retransmit Timeout seconds
= < Tunnel Prox
» Wireless Protection Y [ enable
Policies Realm List
} Web Auth 1PSec [[]  Enable

-

TrustSec

Local Policies

2. Configure the Dynamic Interfaces (VLANSs)

This procedure explains how to configure dynamic interfaces on the WLC. As explained earlier
in this document, the VLAN ID specified under the Tunnel-Private-Group ID attribute of the
RADIUS server must also exist in the WLC.

14
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In the example, the user1 is specified with the Tunnel-Private-Group ID of 10 (VLAN
=10) on the RADIUS server. See the IETF RADIUS Attributessection of the user1 User Setup

window.

You can see the same dynamic interface (VLAN=10) configured in the WLC in this example.
From the controller GUI, under the Controller > Interfaces window, the dynamic interface is

configured.

Controller Interfaces > News
General Interface Narme Ivlrn:O
Inventory VLN 18 [
Interfaces
Multicast
Network Routes

v

Internal DHCP Server
Mobility Management
Ports

NTP

cop

Advanced

v

v v

1. Click Apply on this window.
This takes you to the Edit window of this dynamic interface (VLAN 10 here).

< Hack | Apply I

2. Enter the IP Address and default Gateway of this dynamic interface.

CISco
Controller

General

Inventory

Interfaces

Multicast

Network Routes
Internal DHCP Server
Mobility Management
Ports

NTP

coe

Advanced

v v

v w

Interfaces > Edit

General Information

Interface Name vianl0

MAC Address 00:0b:8%:48:93:c0
Configuration

Guest Lan r

Quararkine r

Quarartine Vian [d '

Physical Information

Port Number Il
Backup Port IU
Active Port 0

Enadle Dynamic AP Management I

Interface Address

VLAN [derafier |10

[P Address IUJ 18.1.10

Netmask IJSS 25500

Gatemay Il'-'l 18.1.30
DHCP Information

Pamary DHCP Server |172 16.1.30

Secondary DHCP Server |

15
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Note: Because this document uses an internal DHCP server on the controller, the primary
DHCP server field of this window points to the Management Interface of the WLC itself. You
can also use an external DHCP server, a router, or the RADIUS server itself as a DHCP server to
the wireless clients. In such cases, the primary DHCP server field points to the IP address of
that device used as the DHCP server. Refer to your DHCP server documentation for more
information.

3. Click Apply.
Now you are configured with a dynamic interface in your WLC. Similarly, you can configure
several dynamic interfaces in your WLC. However, remember that the same VLAN ID must

also exist in the RADIUS server for that particular VLAN to be assigned to the client.

3. Configure the WLANSs (SSID)

This procedure explains how to configure the WLANs in the WLC.
Complete these steps:

1. From the controller GUI, choose WLANs > New in order to create a new WLAN.
The New WLANs window is displayed.

2. Enter the WLAN ID and WLAN SSID information.

You can enter any name to be the WLAN SSID. This example uses
alraln s

VLAN10 as the WLAN SSID.

Ngurs '] ogoust Refr

WLANs WLANS > New S| _
¥ WLANS
WLANS Trpe [wan =]
b Advanced Profile Name [vianso
ssip [veanio
1 e |

3. Click Apply in order to go to the Edit window of the WLAN SSID VLAN10.

CISCO MONITOR WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANSs > Edit > VLAN10
¥ WLANs " —— " " "
TS General | Security | QoS | Policy |

» Advanced
Profile Name { VLAN10 ]
Type WLAN
SSID [veanto |
Status Enabled
Security Policies MAC Filtering

(Modifications done under security tab will appear after applying the changes.)

Radio Policy All v
Interface/Interface Group(G) | vian10 v
Multicast Vlan Feature [[] Enabled
Broadcast SSID Enabled

NAS-ID ‘mﬁ-onboard

16
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CISCOo MONITOR WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANSs > Edit ‘ VLAN10 *
v WLANs —_— . ———— = = =
e | General | Security | QoS | Policy
» Advanced Layer2 | Layer3 | AAAServers |
Layer 2 Security &
MAC Filtering® /]
Fast Transition
Fast Transition

Lobby Admin Configuration

Lobby Admin Access O

<

Normally, in a wireless LAN controller, each WLAN is mapped to a specific VLAN (SSID) so
that a particular user that belongs to that WLAN is put into the specific VLAN mapped. This
mapping is normally done under the Interface Name field of the WLAN SSID window.

cisco MONITOR ~ WLANs CONTROLLER WIRELESS SECURITY ~MANAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANSs > Edit ‘ VLAN10 ¢
¥ WLANs

General | Security I QoS | Policy i | Ad d

WLANSs

» Advanced Layer2 | Layer3 | AAAServers |

Select AAA servers below to override use of default servers on this WLAN
RADIUS Servers

RADIUS Server Overwrite interface [_JEnabled

Apply Cisco ISE Default Settings [CJenabled

Authentication Servers Accounting Servers

[V Enabled Enabled
Server 1 [IP:17216.1.1, Port: 1912 [V][P: 1721611, Port: 1913 V]
Server 2 [None v|[None v
Server 3 [None v|[None M
Server4 [None v/ [None M
Server 5 [None v|[None v
Server 6 [None v|[None M

RADIUS Server Accounting

Interim Update O

<

In the example provided, it is the job of the RADIUS server to assign a wireless client to a
specific VLAN upon successful authentication. The WLANs need not be mapped to a specific
dynamic interface on the WLC. Or, even though the WLAN to dynamic interface mapping is
done on the WLC, the RADIUS server overrides this mapping and assigns the user that comes
through that WLAN to the VLAN specified under the user Tunnel-Group-Private-ID field in the
RADIUS server.

4. Check the Allow AAA Override check box in order to override the WLC configurations
by the RADIUS server.

5. Enable the Allow AAA Override in the controller for each WLAN (SSID) configured.

17



ANTIELH

ANTlabs Pte. Ltd.

Proven technology solutions partner for service providers’ unique Internet business needs

cisco

MONITOR  WILANs CONTROLLER WIRELESS SECURITY

MANAGEMENT

COMMANDS  HELP

EEEDBACK

WLANs WLANSs > Edit ‘VLAN10*
¥ WLANs = — - -
General | Security | QoS | Policy-Mapping | Advanced |
WLANs
» Advanced [
| Allow AAA Override V! Enabled DHCP
Coverage Hole Detection [V Enabled DHCP Server [ override
Enable Session Timeout | 36000
Session Timeout (secs) DHCP Addr. Assignment [ | Required
Aironet IE
i [Cenabled T
Diagnostic Channel £& [Jenabled
Override Interface ACL 1Pva 1Pv6 SPipu L] enabled
Layer2 Ad .
Management Frame Protection (MFP)
URL ACL
P2P Blocking Action Disabled v MFP Client Protection 2 | Optional V
Client Exclusion £ [ViEnabled DTIM Period (in beacon intervals)
Timeout Value (secs)
Maximum Allowed Clients £ o] 802.11a/n (1 - 255)
Static IP Tunneling 22 [CJenabled 802.11b/g/n (1 - 255)
Wi-Fi Direct Clients Policy Disabled v NAC
Maximum Allowed Clients Per AP Radio NAC State
Cleagicepeteontigiation [Jenabled Load Balancing and Band Select
<

When AAA Override is enabled, and a client has AAA and controller WLAN authentication
parameters that conflict, client authentication is performed by the AAA (RADIUS) server. As
part of this authentication, the operating system moves clients to a VLAN returned by the AAA
server. This is predefined in the controller interface configuration.

For instance, if the corporate WLAN primarily uses a Management Interface assigned to VLAN
2, and if the AAA Override returns a redirect to VLAN 100, the operating system redirects all
client transmissions to VLAN 100 even if the physical port to which VLAN 100 is assigned.
When AAA Override is disabled, all client authentication defaults to the controller
authentication parameter settings, and authentication is only performed by the AAA server if
the controller WLAN does not contain any client-specific authentication parameters.

4. Configure Radius Change of Authorization

Refer to this link
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_usr_aaa/configuration/15-sy/sec-
usr-aaa-15-sy-book/sec-rad-coa.html#GUID-46B9CBDC-1F98-4606-B742-F33323268EDC
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Cisco Meraki Configuration
Requires MR 24.0 and MS 8.10 or higher

1. Enabling MAC based access control on an SSID

MAC-based access control admits or denies wireless association based on the connecting
device’s MAC address. In this authentication method wireless devices use their MAC address
as the username and password. Follow the steps below to configure an SSID to require MAC
based access control with RADIUS.

1. From Dashboard navigate to Configure > Access control.

2. Select MAC-based access control (no encryption) for Association requirements.

@ MAC-based access control (no encryption)
RADIUS server is queried at association time

3. For Splash page choose None. Click through splash can be selected if desired.

4. For RADIUS server, click Add a server. Enter the RADIUS server [P address, listening port,
and RADIUS shared secret to be used by your APs which are configured RADIUS clients on the

server.
# Host Port Secret Actions
1 110.0.0.2 1812 | | oo Show secret Test
Add a server

5. For Addressing and traffic choose Bridge mode in a VLAN environment. NAT mode could
be used without VLANSs if desired.

6. An SSID can bridge wireless devices onto different VLANs. A default SSID VLAN can be set
using the VLAN tag drop down. Then by setting the RADIUS response it can override VLAN
tag from VLAN override drop down. RADIUS accept messages containing a different VLAN tag
will be able to override the default VLAN for the SSID.

VLAN tagging Use VLAN tagging B

Bridge mode only

What is this?
Incompatible with VPN
VLAN ID AP tags VLAN ID Actions
All other APs 2
Whst is this? Add VLAN
RADIUS override RADIUS response can override VLAN tag B
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7. Click Save changes.

2. Configuring AP to accept VLAN information

To configure the AP to accept the VLAN information sent from by the RADIUS server, navigate
to Wireless > Configure > Access Control and see the Addressing and Traffic

section. Enable set "Radius Override" to "RADIUS Response Can Override VLAN tag."

This setting can override the configured SSID VLAN or apply a VLAN if one is not specified:

VLAN tagging © Don't use VLAN tagging ¥
Bridge mode and layer 3

roaming only

RADIUS override RADIUS response can override VLANtag ¥

3. Enable RADIUS CoA support

Enable CoA support. Meraki devices will act as a RADIUS Dynamic Authorization Server
(CoA) and will respond to RADIUS Disconnect and Change of Authorization messages sent by
the RADIUS server.

RADIUS testing @ RADIUS testing disabled &)

RADIUS CoA disabled
RADIUS CoA support @ v RADIUS CoA enabled

RADIUS accounting RADIUS accounting is disabled E

4. Dvnamic Authorization Port Settings

The access point's UDP Port for CoA must be reachable from your RADIUS server:
Port 3799 must be accessible
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Xirrus Configuration
Requires version 8.4.6 and above.

1. Configure Radius Server

Under Security > Global Settings, select External Radius for Authentication Server Mode.

WeA Seatings:

TKIP Enabled:

AES Enabled

WPA Group Rekey Time (seconds):

WPA Authentscation o e Pex
WPA Preshased Key | Verity Key:

Wer Sectings:

#
]
i

Encryption Key 11 Verity Key 1

£
&
H

Encryption Key 21 Veeity Key 2

Encryption Key 31 Veeity Key 3:

®
&
H

Encryption Key 41 Vesity Key 4

#5E #R2 FRI RS
i

Detault Key: Key 1

SSIDs

Under Security > External Radius,
Configure Primary Server as ANTlabs gateway IP port 1912.
Configure Accounting as ANTlabs gateway IP port 1913.

Configure DAS Port as 3799.

Configure DAS Event-Timestamp as Optional.

Status
Contiguration Changes are Ready for Saving
Primary Server

¥ Noswork Host Name | IP Address:
» RF Monsor

» Aray

10.30.1.248

Port Number: 1912
» Stations Shared Secret | Venty Secret:  eeessesees e
» Statisics Secondary Server
» Appicason Comtrol Host Name | I Address:

System Log Port Number: 0

1DS Event Log Shared Secret | Verify Secret:

Configuration Radius Fallover Settings
Timeout (seconds): 600
Fallover Timeout (seconds): 10

RADIUS Dynamic Authorization Settings

DAS Port: 3799
DAS Event- Timestamp: * Opoona Required
DAS Time Window: 300

NAS Identitier:

RADIUS Attmbute Formatting

Called-Station-d Attribute Format: * 8SSID'SSID

Station MAC Format:
-hyphenatea [xx-xx-x-xe-ux-xx)

UC-hyphenased Dt- (-1 X-4-C)

e Drectory Accounting: o * On
Accounting
Accounting Interval (seconds): 300
Primary Server Host Name | IP Address: 10.30.1.248
Primary Server Port Number: 1913
PAmary Server Shared Secret [ Verlty Secret: — eseseseeee
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2. Configure Mac based Authentication

Under SSIDs > SSID Management
Configure ‘Authentication’ as ‘Radius MAC”.
Check ‘Global’ to use global Radius configuration.

ss0 Cnabled  Bedcst Bang VLAN 1D/ Mumber Qes OHCP Post 1 Opt Pitter List Encryption | Authentication | Global Xerus Roaming wrs Faiback Mobie Devce

Maragement
. . - - oane L 2 Ly Nore | None .
. 2 - - . None '
Create a New S0
SS0: antpan ap(new)
L Scheduing
Stations: unimited Days Active: ¢ Eveany ¥ 5 @ o ¥ Tue ¥ wes ¥ Thu ¥ P ¥ s
Overail Trahic Packesssec Cr— Time Active: ¢ aays Time On:
*oos ? Uniemasa Time O
Traftic per Station. Packessrsec ? Untemasa
oy @ Oute On none Format (YYYY-MM-0O HHAND
® Spectc Oue & Tme A Dueason None
Rename SSI0 Ouce Oft: nore Format (YYY¥-MM-00 HHAND
® Spectc Dute & Tme A Duwason Nore
Expuation none
® Specec Duie & Tme A Duason Hever

3. Creating VLAN

Under VLANs > VLAN Management
Add all the dynamic VLANS required.

» Susstcs

» Appication Contrel

Symntos Croate New oot [Erie e VLAN Poot N ==

DS Event Log

- v Creste New VLAN: [VLAN_100 ofiod | (N Fquires vl VLAN Nas and 10(0 - 466)

» Tumels

» Securty

D VLAN: VLAN_70 (70)

» Growps

» ups Atow Management: ()
» Wos Fast Roaming: Y
» Pers

DHCP: 9 ” e Mask: [ [r— -

» Moble

Toots Tunnet: Sarver: [ Pert 0 o
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